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1
Decision/action requested

This document proposes the conclusion on key issue #6. SA3 is kindly requested to approve this doc.
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Rationale
In TR 33.835 [1], key issue #6 introduces the requirement from some application providers of not willing to only rely on operators for the session key derivation, especially when they have sensitive data to transmit which they do not want operators to access. 
In order to meet this requirement, solution #1 and solution #17 both introduces an end-to-end security mechianism, namely providing a key agreement method involving the use of pre-shared keys in the UE and the AKMA Application Function. These two solutions share the same idea of using KAF (AKMA application key) and KEnterprise/Ka (third party application key) to generate (an) end to end key(s). 
Considering the requirement from application providers and its usefulness for operators when popularize AKMA services, the following conclusion on this key issue can be made.
4
Detailed proposal

7.2 Evaluation and conclusion on key management
For key issue#6, it’s recommended to use the idea of solution #1 and solution #17 to generate (an) end to end key(s) in order to ensure the end to end security between UE and application servers in normative work. Such feature can be optional to use for operators.
